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Abstract. The creation of a web bubble, or link farm, is a technique used by
web spammers to increase the visibility of a target page T. Specialized mobile
agents, called Web Marshals, are employed to detect and dismantle link farms.
As the number of Web Marshals, as well as the number of hops needed to
disassemble a link farm, need to be minimized, this kind of process can be seen
as a graph decontamination problem. This paper presents an asynchronous
distributed decontamination algorithm which can be embedded into the web
marshals’ behavior. Although the novel algorithm is topology independent,
compared to recent related works, having circulant graphs as targets, it
presents equal or better performance and a smaller number of deployed web
marshals when applied to the same circulant graph topologies.
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1. Introduction

A web bubble or link farm is a set of web pages that point to a target page 7. These
farms are built by web spammers who want to increase the visibility of page 7. Plenty
of methods to hide links that make part of a farm have been designed in conjuction with
mechanisms to avoid the rupture of these connections [Gyongyi and Garcia-Molina
2005].

Web crawlers are employed in order to detect this kind of “infection” and
several of them have being tested to increase the efficiency of the detection of such
attacks. Many methods to dismantle link farms have being proposed in the literature
[Luccio and Pagli 2007][Flocchini et. al. 2005][Flocchini et. al. 2007]. The “cure” for
such infections have been known in the community as a graph search problem called
graph decontamination. In that line, we can say that a web bubble or link farm is a
contaminated graph. Pages belonging to a link farm are the nodes of that graph and the
contamination is the presence of the link to the target page 7, added by the spammers.

Although a contamination can be defined as a link to an elected page, a virus
jumping between hosts, or an exploration team moving through a forest, here we restrict
ourselves to the problem of link farms. In the latter case, decontamination consists in
breaking the links that maintain the farm and make sure that a page will never become



contaminated again. In general, once a node is exposed to a contaminated neighbor, if
it’s not protected, it can be contaminated again. In the more strict case, the number of
contaminated neighbors that can contaminate an unguarded node is equal to one (1).
However, an acceptable generalization consists in consider that, in the case of link
farms, only by obtaining a majority of contaminated neighbors a broken link can be
restored [Luccio and Pagli 2007].

In order to find a way to perform this kind of “cleaning” in a set of web pages,
special mobile agents, called Web Marshals (WMs) [Luccio and Pagli 2007] have been
developed. Their job is to travel, node by node (or page by page), fixing the
contamination they are designed to destroy. As circulant graphs are a typical structure
used by web spammers, [Luccio and Pagli 2007] have proposed a distributed algorithm,
working in synchronous and asynchronous modes, to be embedded into autonomous
agents, i.e., WMs, in order to destroy link farms. Bounds for the number of WMs and
for the number of hops were provided.

Our new distributed decontamination algorithm is based on the Scheduling by
Edge Reversal (SER) graph dynamics [Barbosa 1996][Barbosa 2000], a resource
sharing distributed algorithm. SER works as follows: starting from any acyclic
orientation over the edges of any arbitrary target graph G, only sink nodes, i.e., nodes
having all of their adjacent edges directed to themselves, are allowed to “operate” upon
shared resources. After operating, sink nodes reverse the orientation of all adjacent
(incident) edges, becoming source nodes. As new sink nodes are eventually defined, the
dynamics is indefinitely preserved. SER had been applied to a large spectrum of
applications, such as in the (i) design of asynchronous (clockless) digital circuits [Cassia
et. al. 2009][Franca et. al. 2007]; (ii) integrated scheduling of Job Shop and AGVs
(Automated Guided Vehicles) in flexible manufacturing systems [Lengerke et. al.
2008a][Lengerke et. al. 2008b]; (iii) design of collision free MAC protocols [Pinho et.
al. 2009], and in (iv) biologically plausible rhythmic generators, such as CPGs (Central
Pattern Generators) [Yang and Franga 2003][Braga et. al. 2008].

SER-based decontamination works in the following way: WMs are associated to
sink nodes; once decontamination is performed at a sink node, new WMs are sent, via
replication, only to immediate neighbor nodes that will become sinks upon termination,
i.e., via edge reversal. The SER-based approach implicitly associate the amount of
concurrency provided by a SER dynamics to the number of concurrently operating
WDMs and the total number of decontamination steps performed, i.e., one hop is counted
each time a node receives one (or more) WM copy in order to become a new sink. Our
approach produces the same or better quality solutions found by [Luccio and Pagli
2007] while capable of working in arbitrary connected topologies and under more strict
contamination rules, what suggests its appropriateness on dealing with new kinds of
web attacks.

This work is organized as follows. Section 2 presents related works. Section 3
explains the new distributed graph decontamination algorithm and Section 4 discusses
our experimental results. Section 5 contains conclusion and future works.

2. Related Works

Luccio and Pagli [Luccio and Pagli 2007] present an algorithm to destroy a
formed link farm with WMs, equivalent to the mobile agents used in [Flocchini et. al.



2005][Flocchini et. al. 2007] which are passed through the links that form the link farm
and, once they get in a page, they detroy the link to the target page 7.
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Figure 1. The structure of a link farm. F: Circulant Graph [Luccio and Pagli 2007].

It is assumed that a link farm F has a circulant graph as its main structure
[Luccio and Pagli 2007] (see Figure 1) and their work is strongly based on the
properties of this particular graph topology. It is shown that in a circulant graph C, (L),
with L being a list of integers {1, 2..., k} and k being the maximum integer in that list,
k 4+ 2 WM s are needed in order to extinguish the link farm. In Figure 2 (a) k=3, and in
Figure 2 (b) k=2 (k=|L|, L being {1,4}).

(a) (b)
Figure 2. Examples of Circulant Graphs: (a) C; (1, 2, 3); (b) C;,» (1, 4) [Luccio and Pagli
2007].

A graph decontamination method based on the visibility of each node is
proposed in [Flocchini et. al. 2007]. It is concluded that assuming visibility 2, i.e., when
an agent can “see” the node hosting it, its immediate neighbors and the neighbors of its
immediate neighbors, is needed to prevent the overuse of mobile agents. The overuse of
mobile agents is one of the main concerns of the present work. Another concern of this
work is about providing a topology independent distributed algorithm, i.e., a SER-Based
decontamination able to deal with any given graph structure.

3. Edge Reversal Decontamination

From any acyclic orientation w of the target graph G, it is possible to start a
decontamination dynamics based on the SER behavior. It is easy to see that there



always exist a node coloring of G associated to w in the following manner: each node
receive color equal to the length of the longest directed path from it to a sink node; this
means sink nodes in w receive color A =0, and this is called the sink decomposition of
w. Starting by placing Web Marshals (WMs) into sink nodes (home bases), it is also
easy to see that nodes having color A =1 are next to turn into color A =0 (sinks) upon
edge reversal of sinks.

Since having sink decompositions of large length increase the probability of
dealing with fewer concurrent sink nodes, i.e., minimize the number of WMs in the web
graph, the design of a heuristics able to do it in web graphs is one of the goals of this
work. Having in mind the particular properties of circulant graphs, this work also aims
to compare the performance, both in terms of the number of WMs and the number of
steps taken to decontaminate, between the algorithm proposed by and the SER-based
strategy introduced here. The next two subsections presents (i) the Alg-Stretcher, an
algorithm to enlarge the length of sink decompositions of already defined acyclic
orientations produced by Alg-Edges [Arantes Jr et. al. 2009], a randomized distributed
algorithm designed to produce acyclic orientations over anonymous networks, and; (ii)
the Alg-Decontamination algorithm, the edge reversal based distributed algorithm;
applied, in this work, to circulant graphs used to build link farms.

3.1 Alg-Stretcher

Let A=1[,, be the outer layer in the sink decomposition of a target acyclic
orientation w. From layers A = ([, -1) to A =0 in the sink decomposition, each node v is
tested about being moved to a new outer layer A> [, ... If an increase in the number of
layers of the sink decomposition of the graph is obtained, the resulting acyclic
orientation w’ is obtained by having all of v’s edges oriented according to the direction
of the sink decomposition of the graph, otherwise (no increase in the sink

decomposition) the previous orientation is kept.

Experimental results from the application of Alg-Stretcher in the acyclic
orientations produced by Alg-Edges are depicted in Figure 3. Each point represents the
mean value of 500 runs over connected random graphs. Apart from being the algorithm
producing the largest number of colors, compared to other two distributed heuristics
[Arantes Jr et. al. 2009], an expressive increase in the number of colors produced can be
observed.

It is expected that the number of WMs, to be placed at the resulting sink nodes,
will be near minimum. It is worth noticing that to find an acyclic orientation associated
to (i) the minimum number of colors [Barbosa 1996], and to (ii) the maximum number
of colors, are both NP-complete problems [Arantes Jr 2006].
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3.2 Alg-Decontamination

Let the nodes of a target directed acyclic graph G be in following three local
states: contaminated, clean and guarded.

* Contaminated: the node is harmful;

* Clean: the node can’t be contaminated again; neither of its
neighbors are able to attack him;

* Guarded: the node contains a WM.
The following steps are taken:
WDMs are placed in the home bases (sink nodes, A =0);

Sink nodes are guarded and all other nodes are contaminated (nodes have
visibility 1, i.e.,a WM can visualize only nodes hosting it and its immediate neighbors);

While there still exists a contaminated node, each node verifies its own A. If
A =0 and the node is contaminated, then it checks if it has received only one WM. If
not, a leader is chosen. Once a leader is chosen, the WM that is running cleans the node,
in the case of the web spam, destroy the link to the target page T and then make a
decision: terminate and move to other node (a node that will become a sink) or keep the
execution and make copies of itself and send to the neighbor(s) that will become a sink,
i.e., send copies to its neighbors in A =1. The WM will not terminate its execution
unless the majority of its neighbors are clean.

After sending WM copies, an ongoing WM send a message to all of its
immediate neighboring nodes reversing all incident edges, producing a new acyclic
orientation on G. By the end of the edge reversal from all sink nodes (in 4 = 0), nodes
that were in 4 = 1 get into 4 = 0, receiving one or more WM copies. From this point on,
the process repeats itself until all contaminated nodes in the graph are extinguished.

By definition, if a node is a sink (4 = 0) then it has received at least one WM. At
the moment a WM finishes its operation, by reversing all of its directed edges, such



node is no longer a sink (A > 0). By proceeding with edge reversal over an acyclic
orientation, the next orientation will be also acyclic. So, all others nodes that were
previously in 4 > 0 will eventually become sinks, guaranteeing the decontamination of
all nodes. Notice that by keeping a WM into a node having any immediate neighbor
with the majority of its neighbors contaminated, we avoid that an already clean node
becomes a contaminated node once again, as indicated in [Luccio and Pagli 2007].

Figure 4 illustrates the SER-based decontamination of a 6 nodes circulant graph.
In Figure 5 one can see the behavior of the asynchronous algorithm proposed by
[Luccio and Pagli 2007] running over the same graph used in Figure 4.

Figure 4. SER-based C;; (1, 2) decontamination
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Figure 5. C;5 (1, 2) decontamination [Luccio and Pagli 2007]

4. Experimental Results

In order to provide a quantitative comparison between the asynchronous
algorithm proposed by [Luccio and Pagli 2007] and Alg-Decontamination, both
algorithms were applied over the same set of graph instances. The initial acyclic
orientation chosen as starting point for Alg-Decontamination tries to reproduce the same



scenario produced by the [Luccio and Pagli 2007] algorithm, i.e., WMs “travel” only in
the links of the main cycle.

Circulant graphs C, (L) with k=2 (L = {1,2}) and k=3 (L = {1,2,3}) are
considered. In the case of k=2, Alg-Decontamination needed three WMs, while the
[Luccio and Pagli 2007] algorithm needed four WMs. In the case of k=3, Alg-
Decontamination needed four WMs, while the [Luccio and Pagli 2007] algorithm
needed five WMs (all tests made with 10 < n < 10,000).

In [Luccio and Pagli 2007] it is concluded that the link hops performed by WMs
can be counted as the time that the decontamination takes to terminate. So a comparison
of the number of link hops that were needed to decontaminate the graph is done. The
number of hops needed in [Luccio and Pagli 2007] is n — ¢ + h. Where n is the number
of nodes as seen before, ¢ equals to [(k + 1)/2] and A is the number of link hops needed
to place the first WMs, and is represented as:

3(k4 - k/2) for k even

3(k*/4 — k/2 + 1/4)  for k odd

Table 1. k=3
Alg-Decontamination | [Luccio and Pagli 2007]
10 9 1"
50 49 51
1000 999 1001
3000 2999 3001
5000 4999 5001
10000 9999 10001

Concerning the number of hops, in the case of k = 2, Alg-Decontamination and
the [Luccio and Pagli 2007] algorithm both needed the same number of hops, which for
Alg-Decontamination is constant with k, and always takes n — 1 hops. From k=3
upwards, Alg-Decontamination needs less link hops to decontaminate, as illustrated by
Table 1. This is because it doesn’t need the hops used in the [Luccio and Pagli 2007]
algorithm for a verifier WM of other agents’ position.

5. Conclusions

A new distributed algorithm for the decontamination of web graphs was
introduced. Compared the related work, by [Luccio and Pagli 2007], the new algorithm
provided the same or better figures. Moreover, while the said related work is dedicated
to the class of circulant graphs, the new approach is topology independent, what could
not be fully demonstrated in this paper. This suggests that Alg-Decontamination could
be used in new/unseen forms of web spam. An heuristic to obtain acyclic orientations
associated to the maximum number of node colors was also produced. Devising a
combinatorial optimization approach to this problem is future work.
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